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The last session looked at “How?” to implement a Risk Management
Framework

Today we will look at how to embed the processes in an organisation:

1. The Plan-Do-Check-Act system of management

2. Arrangements for managing Risk

3. Arrangements for managing Compliance

4. Checklists
= Risk I\/Ianaé\éwr\herﬁ” —
=  Compliance Management -

Richard Revill, Risk Lead, Complyport Ltd — richard.revill@complyport.co.uk
Gerard Joyce, CTO and Director of Risk Management, CalQRisk Ltd - gjoyce@calgrisk.com
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“Build it in

Don’t Bolt it on”
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Risk & Compliance

Risk management and Compliance are complimentary
functions
At a high level:

= Risk management is forward looking, pre-emptive — what may
happen

= Compliance is the present and past, confirmatory — what is
happening, what has happened

The FCA is focusing on risk management and discouraging
“check-box compliance”.

Compliance becomes more meaningful in a working risk
management framework
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Plan-Do-Check-Act System of
Management

Context and Leadership Context

* Objectives

ﬂ * Scope

Stakeholders

ﬁ Plan @ * Requirements

. Leadership
Organisation/ _
Act | management | Do * Policy
* Roles, Responsibilities, Authorities

framework

* Resources
3 | | Check @

COMPLYPORT
LE/

COMPLIANCE LEADERSHIP



Gal

.'o o\.

:RISK

Plan-Do-Check-Act System of
Management

Context and Leadership

Act

=

U

Plan

Organisation/
management
framework

Check

2l

Do

Plan

Identify Threats & Opportunities
Actions to address T&O
Integrate into processes

How to measure effectiveness
Establish functional objectives
Roles and Responsibilities
Processes

Training requirements
Communication
Documentation required

How performance measured
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Plan-Do-Check-Act System of
Management

Context and Leadership Do
* Implement processes
ﬂ e Record results
| Check
Plan | | * Monitor operation
e Evaluate performance
Organisation/ : AUd-'t
Act | management | Do * Review
e Opportunities for improvement

framework

Act
‘ e Address non-conformity
|| Check * |dentify causes

* |Implement corrective and
preventive actions
* Record actions taken COMPLYPORT
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Arrangements for Managing Risk

Context
= QOrganisational Objectives, Risk Management Objectives

= Scope: All activity? All functions?

= Requirements: What's expected, Regulatory requirements,
Proportionality

Leadership

I 1
= N w S ol

= Policy, including commitments, Risk Criteria, Risk Appetite

= Have a Risk / Compliance Officer to lead the initiative with authority

" Provide appropriate resources
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Arrangements for Managing Risk

Planning

Cal::Risk

Risk assess what could cause failure of the programme and address
Confirm objectives for each functional area, identify functional leaders
Understand existing processes, how work is carried out

Develop a standardised risk assessment process

ldentify training needs for all who have responsibility for managing risk
Communicate and Consult: policy, implementation

Decide on how info will be stored, reported, used in decision making

Consider Key Risk Indicators to record as indication of effectiveness
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Arrangements for Managing Risk

Do

" Train people on assessment process and conduct assessments
= Rank risks and prioritise treatment / actions
= Verify that controls are working / being applied.

=  Maintain records

Check

= Are risk management objectives being met?

= Review KRIs
Act

= Modify the framework / arrangements for managing risk
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Arrangements for Managing Risk

Decide how info will be stored, reported & used in decision
making; it is critical to maintain records

Residual Residual
B2, icoinoos B conceguenBl Risk LISt 706 - rmanc
0o e [rorm L 2 I ISK LIST 706 - Financiat Risks)
Client  Legal Risk KYCi failure, FCAnat involved _—Camphanceensuresal\suppﬂrtmam nighly trained wit E] 3
Frovider Supply supplir Ol supplier ] 3
Provider Legal Litigation Having to sue a provider over failzd service or damage csf 8|l 4] Most supplisrs are within the group sa litigation implaw: 3 3 .
Tl e P | ee——— H s Identify R Add aRisk || Repeat | [EbES
Regulstor Regulatory v h  Breachofany iti i B Complyparta im ]
Client  InfoSec  Personal c i re\-sedwmm__ strict privacy and security policies in place 2
Provider Operational WithdrawlofService  Firm is given 3 months notice to terminate sl suppart 2§ Temporarysupport staffcould be brought in and other 5 200000 v v
Provider InfoSec  SystemsLoss e e T | s ] 2 Filter By:Status | —Al— Evaulation Decision: | —#l—
Market  Stratesic Thei a decline i [ 8] g stratesicdecisions totrim overheads. Increasa markati 2000000
Markst  Competitor  Disruptive Technology C oy [ S El .
Internal  Key-Persan  MsjorStaffLoss Loss s s hedm ] Search:
Client v e e 3 .
Internal  Lagal HR Litigati L itigati employel e 3 Thefirm has rigid HR processes in place and operates ac 2 3
i i i i i i on Residual Eval

Client Financial Bad creditor The risk that a creditoer will not honour its obligations to 3 3 lient take 2 3 Risk ! Status Owner Date v
Client  Operational goes down for 1 day; compensation [ 3 Strong Tsystems and back ups 3 2 Risk Decision
oy e s spplrtoses ais Tomonef s oiacencers 1 I I e B 5
Provider Reputational Adverse Publicity It 2 provider outside the Group is deemed nolinger acces 4§ New providers will be sought 3 2 Richard
Intemall Oparationalf Nsitalafifoemisss cess) [ HEES 2 8 [ 57818 The risk that debtors fail to honour obligations to the firm - Debtor's default 2.0 Evaluated R 21/0172019  Tolerate
Internal Operational Failura of BCP Business Cantinuity Plan overly aptimistic and noteffect 4| & Elements of BCF regularly tested. Staff required to read: 7 B Revill
Internsl  Operstionsl Lackof Training Incidents relatingto lack of staff awareness and training 4 3 Training in place for all staffon a regular basis. Firm is st 3 2
Internal  Financial Crin Rogue emplayee The potential thatan employee of the firm could use the 3 [ Al staffare required to complete AML, Anti Bribary and 2 3 _ ) X . Richard
incernaill nfoses B et T e AT G 5 [ e rmeimceeiee e e 2 3 [ 37819 The risk that a client will default on payment - Inadequate client due diligence 8.0 Evaluated Revill 21/01/72019 Treat
Internal InfoSec Syztems Loss Loss of systems. 3 System in cloud-based and virtually hasted. Soft restora 3 2
Internal  Infosec (DDOS)  Cyber clients 3 2 . ) R L ) - )
e s o o e e e e Ty p(_— D T e e e ettt 2 2 O 57815 Professional Indemnity Insurance is inadequate for business requirements - Lack of 20 Evaluated Richard 210172019 Tolerste
Financial Financial Risk Liquidity to meet its [UTE toonem 2 3 knowledge Reuvill
Financizl Financizl Risk Cradit Risk Creditors fail to honour obligations to the firm. _ The firm practlmsstnn:(redltmntm\ policies. The firm 2 3
Internal  Oparational Failurs of DR Disaster v v _ 2 2 o s7916 The risk that you wont be able to fund your business - Insufficient access to capital 50 Evalusted Richard /012018 Tolerat

& to _ g e = | 2elb i’ ity t its busi - valuate i olerate
ClientEllinfosac B 5y L 3 Strong [T systems and back ups and can arrange tempor: - threatens the firm's capacity to grow, execute its business model Revill
Client  InfoSec Dat= Loss Client data is lost from @ virus or other event. 2[00 5 strong Systems security and back ups 1 e
Provider Opearstional Bankrupcy Amajor pravider is declared bankrupt 3 All majar providers are reviewed on an annuzl basis, 2n i B The potentla\ of loss of part or all of an investment - In\festmg in ar‘y.hlng other Richard
Provider InfoSec Personal Databreach  Pravider discloses data to 2 3rd party 3 & strictprivacy and security policies in place 1 o 57817 _ X 2.0 Analysed X 21/01/2019  Tolerate
Internal InfoSec Lackof low systam | 3 Systems are fully resourced and the IT budget reviewed 2 2 than a risk-free security Revill
Internal  InfoSec Foor Planning Poor planning leading tolaw resourcingand lowsystem | §| 5 ITbusiness plan reviewed snnually 2 2 . ) ) . )
Financial Financizl Risk Capital Adequacy Firm's capital breaches minimum resulatory requiremer 3 Capital is reviewed by senior mansgement on a monthl 2 2 O s7820 The rizk the firm does not hold sufficient realisable funds to meet its liabilities as 20 Evaluated Richard 210172019 Tolerate

u 7821 . . _
Incernal - InfoSec . S = _ they fall due - Inability to convert asset to cash Revill
Client  Regulatory Regulatory Breach Significant breach lzading to visit i 2
__ mana i ' . - ; i ir ori i

Internal Business - Poor Decisions Y O VM o e, FR The firm o . - ooy Therisk thatyou won't be able to sell an asset efficiently, or quickly at a fair price - Richard
Regulator Legal Litigation Action or inaction leading to legal procesdings. e , canstant 7] 2 O 5782 . a.0 Evaluated 21/01/2019 Treat
Financial Financial tolass of funds —— ial pasitions 2 1 Inability to convert asset w cash Revill
Provider InfoSec  Theft Equipment theft 2 Office s physically secure. Stafftake laptops home. All h 1 1

] COMPLYPORT

COMPLIANCE LEADERSHIP




Arrangements for Managing Compliance

Context

= Compliance objectives

= Scope: geographical, organisational, 3rd parties

= Requirements / obligations (Legal, Regulatory, Contractual, Own Rules)
Leadership

= Policy: commitments

= QOrganisational Roles, Responsibilities and Authorities

= Compliance function responsibilities
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Arrangements for Managing Compliance .

Planning

= |dentify risks to compliance programme, actions to address these risks
= Compliance objectives for each function

= Who will be responsible for what element of compliance

= What will need to be done to achieve compliance

= What training will be required at each level / function

= What technology will be required to record and report

= How will compliance be monitored, measured and reported
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Arrangements for Managing Compliance .

Do

= Conduct Training (Ensure employees understand the need to comply)
" |mplement (changes to) processes
= Document — ICAAP, ILAA

Check

= Monitor compliance with obligations / policy / procedures

" Report results, is the compliance programme working?
Act

= Address any non-compliance, improve / modify processes as
necessary
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Checklist: Risk Management

Organisational Objectives
Policy

Scope

RM Objectives

Risk Appetite

Risk Criteria

Resources (Finance, People,
Systems)

Standards and Obligations

Roles & Responsibilities
RM Process

Training

Information System
Reporting

Key Risk Indicators
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Checklist: Compliance Management
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Compliance Objectives
Policy

Scope

Regulations
Obligations
Behavioural Rules

Resources (Fin. & People)

Roles & Responsibilities
Training

Monitoring Programme
Audit

Information System
Reporting

Performance Indicators
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Things You May be Interested in

SOLUTION

Risk Framework

ComplyRisk gives you an out-of-the-box risk
framework. A pre-populated risk framework
providing you with all you need to build up a
solid Pillar 2 methodology with defendable
conclusions supporting considered Pillar 2
provisions and narrative.

Key features:
* Pre-populated (with relevant Pillar 2 risks)

* Supported by Compliance Experts

« powered by (Al :RISK enterprise risk
engine

Key Components:
* Identified Risks
Risk Assessment
* Task Management
Monitoring

Incidents Recording

Dashboard Reporting

A major component of ICAAP (and ILAA), ready
to go

TRAINING
SM&CR

With 9 December 2019 falling next Monday,
firms need to ensure their staff are appropriately
trained in the Senior Management and
Certification Regime (“SM&CR”).

For most firm staff training can be split into two
categories; (i) SMF holders and (ii) Certified and
Conduct staff.

We have put together two face to face training
sessions that can be delivered at your offices.

Conduct rules for Certified staff training

This training covers the Conduct Rules for
individuals and how they apply to them in their
roles. We tailor the training to your firm as well
as the individuals attending The course lasts 1
hour.

Training for Senior Managers

This training focuses on the Senior Managers
regime, the Certification regime and the conduct
rules. Training lasts 1.5 hours.

Both sessions are also tailored to enable the firm
to comply with the requirements in COCON 2.3.2
and FSMA 64B.
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Questions

Richard Revill, Risk Lead, Complyport Ltd —
richard.revill@complyport.co.uk

Gerard Joyce, CTO and Director of Risk Management, CalQRisk Ltd -
gjoyce@calgrisk.com
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